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ABSTRACT

As wireless communication functions begin to be installed in vehicles, cyberattacks that exploit vulnerabilities in wireless
communication functions are increasing. To respond to this, UNECE enacted the UN R156 regulation to safely distribute the
software installed in the vehicle by using the wireless communication function. The regulations specify the requirements
necessary to safely distribute the software for vehicles, but only the abstract requirements are presented without information
on the components and detailed functions necessary to develop and implement the requirements. Therefore, in this paper, we
propose a security evaluation standard that can evaluate whether a safe SUMS is built using threat modeling, a method for
systematically analyzing security threats.

Keywords: SUMS, Software Update, Threat Modeling, Security Requirement, Security Evaluation.
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Table 1. Attack Library for SUMS
Thre| Attack
Type | ID Name . No.
No. | Threat Type Name Ref at library
/\%1’ Dseg};lcgf CVE-2010-2959 S | ALVIIS | TI
AL-W- T2
AL | Denial of | (up 90103874 o Entity | EL | S0 . =
V-2 Service eveloper| 8 | AL-PTl | T3
(211~ S AL-TR-1 T4
(46)
Tomserio AL-P17
AL- [ Denial of ALP-24
enat o ITU-T X.1373 | (47) I | AL-P-27 | T1002
S-1 service
- AL-W-3
Information AL-S-1
disclosure )
Spoofing Automotive Data |DF5| Vehicle I AL-V-33 T1003
Information Industry Flow | 5 Data AL-P-21
AL- disclosure Guidelines for I AL-P-4 | T1004
T?* Dseefilvilcgf Secure (48) 1 | AL-P-13 | T1005
- Over-the-Air I AL-P-18 | T1006
Elevation of Updat,
privilege paates D | AL-P-19 | T1007
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Table 3. Obstruction of automotive operation

Table 4. Automotive control

Purpose of attack Threat
2 Automotive control -
oOR | 2.1 CAN netwo?k data B
tampering
AN 91 Fix malicious B
D ' code
OBD | T249, T476,

OR [2.1.1.1| port T500, T543,
access | T905, T918

OR | 2.2 Wireless network B

data tampering
T162, T192,

T221, T253,
T293, T321,
T349, T377,
T405, T482,
T541, T549

OR [2.2.1| Replay attack

Table 5. Obstruction of server operation

Purpose of attack Threat
1 Obstruction of automotive B
operation
OR |11 Obstruction of QAN B
network operation
ORl111 Arbltrary. code B
execution
T167, T197,
T225, T259,
Integer | T297, T325,
OR 11111 overflow | T353, T381,
T409, T491,
T555
OR |12 Obstruction of w@eless B
network operation
orl121 Arbltrary' code B
execution
OR |1.2.1.1] Stack T558
overflow

Purpose of attack Threat
3 Obstruction of server B
operation
OR |31 Obstruction gf system B
operation

OR| 311 System access -
T47, T69,
T77, T100,
T109, T117,
T126, T133,
T153, T170,
T182, T200,
T212, T228,
Inappropr| T240, T264,
iate T283, T300,
OR 13.1.1.1 access T312, T328,
control T340, T356,
T368, T384,
T396, T412,
T424, T445,
T453, T460,
T466, T501,
T531, T565,
T585, T608

OR |32 Obstruction of wh.reless B

network operation
orl321 Arbitrary. code B
execution
OR [3.2.1.1| Stack 558
overflow
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Table 6. Server control Table 7. Checklist for SUMS
Purpose of attack Threat . Counter Attack/ Attack
Checklist
4 Server control - measure Threat tree
OR | 4.1 Root shell access - (C1) Check
OR | 411 Kernel access - for
. Access Improper |AT1, AT2|
T170. T186, Inappropria )
7200 T214 te Accoss control |access control |AT3, AT4
T228, T242, Controls
In bt T264, T287,
aip‘t”op T300, T314, ATI,
OR |4.1.1.1] '#*® | 7328, T343, Heap overflow| ATS,
acﬁf?i T356, T371, AT4
Control | magq 1399, 00B ATI,
T412, T426, 1 bilit AT2,
T501, T529, VuInerabiity - ampy
T534, T589 (C15) Check AT1,
. Stack
input 1 AT3,
OR | 4.2 Arbitrary code B length in overtlow AT4
) execution string AT1,
Use weak buffer Buffer AT2,
OR|421 functions overflow AT3,
Stack |T86, T106, T114, AT4
OR |4.2.1.1 overflow T122, T558 Secure | Execution of
Coding programs in AT2,
unauthorized AT4
areas
3.5 sl =& (C16)
Check AT1,
. Integer AT
skepyel A EfE ke AA mpfn.lt trange overflow AT4,
- of integer
AlzdleflA A" = gle FA AYELSE values
sstsly] s AAslor sk ol ksbkqk (C17)
% A Foldel @ AL T4 E=eldA Apad Check
- , hether Command
A 02 oxHom olal w
A Aveed 1S <T‘E% F= ke special injection AT2
A (STRIDE) =AM == 9AR, 34 characters
E2lol] Qe ke §19 wa 2F 30 24 are filtered
T 7l @A mEslol gl Aotk olmldt
elsmels. A e i A (C20) Check Weak T2
\_§}‘O\_'\: @o l ~ﬂ "H = o ]‘Jr‘j/] "] the Use Encryption
bl Lo od3E HH @FF E encryption | strong .
~ ' . - Decryption AT2
delcen AGHA e A g A algorithm |encryption
i Ee R 5 G PRS2 PAE used by whe JAleOrimS | Reversing | AT2
344004 HgEdaSE FIi A YEs (C21) Check| -
ulo s A Efe= ° sing
7Mhez A 34 __‘a]z:»ﬂ,_ Table 7.2 Vghfth'er encryption| Data lookup AT2
Attack/Threat el =g nje} zro] 497)9] aaés 4 |algorithm
Hstgl wmeob EAls, wAdE ATEAS) S
AkEl FoRHle] 7H B WSS AA|ska it (C25) Check
A AzEllAE oleldt Haly weE smew wRether | \oatio | Bypass | o
A 4 ole 34 AJELE dstslor 3k, verification | ™ check | wvalidation
O]%— $]—8H Xﬁ]@vsﬂo]: 8% 5(;]——‘_21-0] %—9‘—6}4 I’q—a}-‘i is normal

Checklist <ol 24 Auz|es skstalr] 15
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Table 8. Security requirement for SUMS

No. Security requirement Che;:khs
SUMS security function shall
generate cryptographic keys in
. o C20,
SR1 accordance with a specified 021

cryptographic key generation
algorithm and key lengths.
SUMS security function shall
destroy cryptographic keys in
accordance with a specified
cryptographic key destruction C20,
method that remove all traces of | C21
a cryptographic key so that it
cannot be recovered by either
physical or electronic.

SR2

SUMS security function shall
enforce the following rules when
importing user data controlled C15,
under the security functional Cle,
policy from outside the SUMS. C17
special character filtering

restrict string length

SR
46

Mepd  EFdld E  HIEe

MRz B ASSAG gAdes wAg

sl A3e BE 98 5 otk 9w

Hrp71e ofl Table 8.3 #om F 46702
o

e
=
e

4.2 UN R1562 HotM HIPJ|E H|w

2 Aea= UN R156°] ®b 27ARE 2
wrellA Aljkele B HrpIE A WAlE
et b4 1Al AWsisie]l 719l UN
R1569] Bl 87ARS: el ARnkE wAlska
itk WEbA] Table 9.5 &3l £ =Eellx] Alksk=
A Bed 7)ol UN R1569] ofwfdh wsl
e I Rl I i

N

Table 9. Security requirement of UN R156

Security

No. UN R156 .
requirement

SR1, SR2, SR3,
SR4, SR5, SR6,
SR7, SR8, SR9,
The process they |SR10, SR11, SR12,
will use to ensure |SR13, SR14, SR15,
that software SR16, SR17, SR18,
updates will be SR19, SR20, SR21,

7311 protected to SR22, SR23, SR24,
) reasonably prevent |SR25, SR26, SR27,
manipulation before |SR28, SR29, SR30,
the update process |SR31, SR32, SR33,
is initiated. SR34, SR36, SR37,
SR38, SR39, SR40,
SR41, SR42, SR43,
SR44, SR45, SR46

SR1, SR2, SR3,

SR4, SR5, SR6,

SR7, SR8, SR9

The update ’ ’ ’
processes I1)1sed are SR10. Sk11, SRI2,
protected to SR13, SR14, SR15,
reasonably prevent SR16, SR17, SR18,
71 them being SR19, SR20, SR21,
o . SR22, SR23, SR24,

3.2 compromised,

SR25, SR26, SR27,
SR28, SR29, SR30,
SR31, SR32, SR33,
SR34, SR36, SR37,
SR38, SR39, SR40,
SR41, SR42, SR43,
SR44, SR45, SR46

including
development of the
update delivery
system.
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The processes used
to verify and
validate software

SR9, SR10, SR12,

7.1. functionality and SR13, SR14, SR15,
3.3 code for the SR16, SR17, SR18,
software used in SR19

the vehicle are
appropriate.
The authenticity
and integrity of
software updates
79 shall be protected SR9, SR10, SR12,
1' 1' to reasonably SR13, SR14, SR15,
' prevent their SR18, SR19
compromise and
reasonably prevent
invalid updates.
The vehicle
manufacturer shall
protect the
RXSWINs and/or
software Versior/l(s) SE1, SR2. SR3.
on a vehicle SR4. SR5. SR6,
against SR7, SR8, SR9,
unauthorised SR10. SR11. SR12,
modification. At the SR13, SR14, SRI15,
time of Type SR16, SR17, SR18,
7.2. Aoproval  th SR19, SR20, SR21,
1.2. ppl.o"al' et 4 | SR22. SR23. SR24,
3 H;ga;‘rsogﬁ z?;;si SR25, SR26, SR27.
unauthorized SR28, SR29. SR30,
modification of the SR31, SR32, SR33,
RXSWIN and/or SR34, SR36, SR37,
software version(s) SR38, SR39, SRAO,
chosen by the SR41, SR42, SR43,
. SR44, SR45, SR46
vehicle
manufacturer shall
be confidentially
provided.
SR1, SR2, SR3,
SR4, SR5, SR6,
SR7, SR8, SR9,
SR10, SR11, SR12,
SR13, SR14, SR15,
The vehicle shall |SR16, SR17, SR18,
ensure that SR19, SR20, SR21,
7.2. preconditions have |SR22, SR23, SR24,
2.5 | to be met before the | SR25, SR26, SR27,
software update is | SR28, SR29, SR30,
executed. SR31, SR32, SR33,
SR34, SR35, SR36,
SR37, SR38, SR39,
SR40, SR41, SR42,
SR43, SR44, SR45,
SR46
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